Hpunoxenue N 1
MAMSITKA JJIS1 OBYYAIOIIUXCSI
Ob TH®OPMAIIMOHHOM BE3OITACHOCTHU JETEH
HEJIb34

1. Bcem mompsim cooOmaTh CBOIO YacTHYH HWH(popManuio (HACTOSIINE WM,
dbamunuto, TenedoH, agpec, HOMEp IIKOJbI, a Takxke (GoTorpaduu CBOM, CBOCH
CEMBU U ApYy3ei);

2. OTKpBIBaTB BJIOXCHHBIC (1)3.1\/1.)'[})1 3JICKTpOHHOI>i IIOYThI, KOrga HC 3HACHIb
OTIIPABUTCIIA,

3. I'pyOutb, mpumupartbcsi, OKa3blBaTh JABJIICHHE - BECTU C€0sl HEBEKIMBO U
arpecCuBHO;

4. He pacnopsikaiicst 1eHbraMu TBOEH ceMbU 0€3 pa3pelIeHHs] CTapIIMX - BCEr/a
CIIpalIuBai pOAUTENEH;

5. He BcTpeuaiics ¢ IHTEpHET-3HAKOMBIMU B PEAJIbHOM JKU3HU - ITIOCOBETYUCS CO
B3pOCJBIM, KOTOPOMY JOBEPSIEUIb.

OCTOPOXHO

1. He Bce numryT npaBay. Yuraems o cebe Henpasny B MHTEepHeTe - coolmm 00
STOM CBOMM POAMUTENSIM UJIU OTIEKYHAM;

2. IlpurnamaroT mnepenuchiBaThCsl, UrpaTb, OOMEHUBATHCS - MPOBEPb, HET JIU
MOJBOXA;

3. Hezakonnoe xonupoBanue (aiisioB B UHTEpHETE - BOPOBCTBO;
4. Bcerna pacckasbiBail B3pOCJIBIM O MPOOJIeMax B CETH - OHU BCET]a TIOMOTYT;

5. Ucnonb3yit HaCTpOWKU O€30MaCHOCTH M MPUBATHOCTH, YTOOBI HE IOTEPATH CBOU
aKKayHTBI B COLICETSIX U APYTHX MOpTaiax.

MOXHO

1. YBaxai1 Apyrux mnojab30BaTelici;

2. Ilonp3yenibesi MHTEpHET-UCTOUHUKOM - JI€JIail CChUIKY HA HETO;
3. OTKpBIBal TOJIBKO T€ CCBUIKU, B KOTOPBIX YBEPEH;

4. OOmatbcst 32 TTOMOIIBIO B3POCIBIM - POJIUTENH, OMEKYHbI M aJIMUHUCTPALIUS
CalTOB BCET1a IOMOTI'YT;

5. Ilpoiiagn oOyuenue Ha caifte "CeTeBUYOK" M TOJy4Yd HAcmopT LU(GPOBOro
rpakanuHal



[Ipunoxenue N 2

NUH®OPMALIMOHHAS TIAMSITKA
JUISI OBYYAIOIIMXCS 1J151 PASMEILEHMS
HA O®PUIAAJIBLHBIX UHTEPHET-PECYPCAX

C KaxapIM TrOJOM MOJIOJICKW B UHTEPHETE CTAHOBUTHCS OOJBIIE, a IIKOJbHUKU
OJIHM W3 CaMbIX aKTHUBHBIX IOJb30Baresie PyHera. Mexay TeMm, HOMHUMO
OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEN, HHTEPHET HECET U MPOOJIEMbL. JTa MaMsTKa
JIOJDKHA TOMOYB TeOe 0€3011acHO HaXOIUTLCS B CETH.

KommnprotepHbie BUPYChI

KoMIIbIOTEpHBIIE BUPYC - 3TO Pa3HOBHJIHOCTb KOMIIBIOTEPHBIX IMPOIPaAMM,
OTJIMYUTEIBHON OCOOEHHOCTHIO KOTOPOU SIBIISIETCS CLIOCOOHOCTD K Pa3MHOXKEHHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT IOBPEIUTh WIH IOJHOCTHEO YHHUUYTOXUTh
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro Obliia
3allyllleHa 3apakeHHas MpOrpaMMa, a TaKXKe MOBPEIUTh WIM JaXe YHUYTOXUTb
OTIEpaIIMOHHYIO CUCTEMY CO BceMH (aiiamu B 1esoM. B OOJIBLIIMHCTBE CilydaeB
pacupoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MGTOIHJI 3allIUTBI OT BPCAOHOCHLIX IIPOIrpaMM:

1. Ucnonb3yldi COBpEMEHHBIE OIEPALIMOHHBIE CHUCTEMBI, HUMEIOIIUE CEPHE3HbIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX ITPOrpPamMM;

2. IloctosHHO ycTaHaBnuBaiW madtu (UUQPPOBBIE  3aIUIATKH, KOTOPbIE
ABTOMATHUYECKH YCTAHABJIMBAIOTCA C IETbI0 JOPAOOTKM MPOTpaMMbl) U ApPYTHE
OOHOBJICHUS CBOEH OTNIEpaIllMOHHON cucTeMbl. CKauynBai UX TOJIBKO C O(UITUATBLHOTO
caiita pazpaborunka OC. Ecnu cymiecTByeT pekuM aBTOMaTHYECKOT0 OOHOBJICHUS,
BKJIFOYH €T0;

3. PabGoraii Ha cBoeM KOMIIBIOTEpE TMOJ[ TMpaBaMHU TOJb30BATENsA, a He
aIMUHUCTpATOpa. IJTO HE TMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrPaMM
VMHCTAJUIMPOBATHCS HA TBOEM IEPCOHATIBHOM KOMITBIOTEPE;

4. Hcnonb3y#d  aHTUBUPYCHBIE  TMPOTPAMMHBIE  TPOAYKTHI ~ HM3BECTHBIX
MPOU3BOIUTEIIEH, C aBTOMAaTHYECKUM OOHOBIIEHHUEM 0a3;

5. Orpaanub pU3NYECKUN TOCTYT K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIL;

6. Vcnonb3yil BHEUIHUE HOCHUTENW MH(MOpMAIMKU, Takue Kak (Jelika, AUCK WIH
¢aiin U3 UHTEpHETa, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;



7. He oTkpbiBali KOMIbIOTEpHBIE (haiiIbl, MOJYYEHHbIE U3 HEHAIEKHBIX
HMCTOYHUKOB. Jlaxe Te (ailyipl, KOTOpbIEe MPUCTAT TBOK 3HAKOMBIN. Jlydle yTouHu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Cetu WI-FI

Wi-Fi - 3T0 He BUI NIepe1aun TAaHHBIX, HE TEXHOJIOTHSI, @ BCETO JIUIIb OpeH I, MapKa.
Eme B 1991 rony Humepmanackas kommnanus 3apeructpupoBaia opena "WECA",
yTt0o 0003Havano cioBocoueranue "Wireless Fidelity", koTopslit mepeBoaUTCS Kak
"OecrnpoBOHAS TOYHOCTH".

Jlo Hamero BpeMeHH Jomuia Apyras adOpeBuaTypa, KOTOpas SBISICTCS TaKOW JKe
TexHoJoTuen. D10 abopeBuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM
Ha CTaHJapT BhICIIEH 3ByKkoBOi TexHuku Hi-Fi, 4To B mepeBojie 03HauaeT "BrIcOKas
TOYHOCTH'".

JHa, OecruaTHBIA HMHTEPHET-IOCTYN B Kade, OTelsIX W adporopTax sBISETCS
OTJIMYHOM BO3MOKHOCTBIO BbIX0J1a B UHTepHET. HO MHOTHE 9KCTIEPTHI CUUTAIOT, UTO
obmenoctynusie Wi-Fi cetn He sBIISIIOTCS 0€30MMacCHBIMU.

CoBeTbl 10 0€30TaCHOCTH Pa0dOTHI B 00IIEOCTYIHBIX ceTsx Wi-fi:

1. He nepenanaii cBoro inuHyo nHGopmaiiuio yepes ooimenoctynusie Wi-Fi ceru.
PaGoTas B HUX, jKellaTeIbHO HE BBOJUTH MApOJU JOCTYIA, JOTHHBI M KaKHE-TO
HOMeEpa;

2. Ucnionw3yit u 0OHOBIISI aHTUBUPYCHBIE TTpOrpaMMBbl B Opanamayep. Tem cambiM
ThI 00€30MacHIITb Ce0sl OT 3aKaYKU BUPYca Ha TBOE YCTPONCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkmoun @ynkuuio "OOmuil goctyn K (aitinam u
npuHTepam". JlanHas (yHKUMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOPbIE
MOJI30BaTENIM AKTUBUPYIOT €€ JJIsl YI00CTBA UCIOIB30BaHUs B padoTe Uiu yueoe;

4. He ucnonw3yit myonuunbsii WI-FI qist nepenaun TuyHbIX 1aHHBIX, HAPUMED 15
BBIX0/1a B COLIMAJIBHBIE CETH WM B DJIIEKTPOHHYIO MTOYTY;

5. Ucnonw3y# Toapko 3amuinenHoe coenuHenue uepe3 HTTPS, ane HTTP, T.e. ipu
Habope BeO-aapeca BBOAW UMeHHO "https://";

6. B wmoOunbHOM Tenedone otkiaroun ¢yHknuto "TloakmoueHne k  Wi-Fi
apromatnuecku'". He nomyckali aBTOMAaTMYECKOTO MOJKJIIOUYEHUS YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cornacusi.

CorimanpHbIE CETH

CounasibHbI€ CETH AKTUBHO BXOJSAT B HaIlly KU3Hb, MHOTHE JIIOJU paOOTalOT U
JKUBYT TaM TOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MILIHAP YETOBEK,
qTO SABJIAETCS OOHOM CEIbMOM BCEX KUTEJIEHN IUIaHeThl. MHOTrMe mojab30BaTelIn HE



IIOHMMAKOT, 4YTO I/IHqJOpMaI_II/IH, pasMCOICHHass MMHU B COOMAJIBHBIX CCTAX, MOIKCT
OBITH HaﬁﬂeHa N HCIIOJIb30BaHAa KEM YIroaHo, B TOM 4YHCJIC HC 00513aTeNIbHO C
OnaruMu HaMCPCHUAMMU.

OcCHOBHBIE COBETHI 10 0€30IMAaCHOCTHU B COLMAIBHBIX CETAX:

1. Orpannyb cnucok Apy3ei. Y TeOs B APY3bsiX HE JOJDKHO OBITh CIy4YaWHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuiaii CBOIO YacTHYIO ku3Hb. He yka3biBail mapomu, TenedoHsl, aapeca, aTy
TBOETO POXKICHHS W JPYTyI0 JUUYHYI0 HHQOpMAIHIO. 3JIOYMBIIICHHUKA MOTYT
UCITIOJIB30BaTh JIaXe MH(MOPMALUIO O TOM, KaK Thl U TBOH POIAUTENH IUIAHUPYETE
IIPOBECTU KAHUKYJIbI;

3. 3ammmiail CBOIO penyTaluIo - IEPKU €€ B UUCTOTE U 3aJlaBaii ceOe BOMpOocC: XOTel
Obl ThI, YTOOBI APyrHe MOJIb30BATEIN BHUJEIU, YTO Thl 3arpyxkaemb? [lomymai,
MPEXJIe YEM UTO-TO ONMyOJIMKOBATH, HAIIUCATD U 3arPy3UTh;

4. Eciu Thl TOBOPHILIB C JIIOJIbBMH, KOTOPBIX HE 3HAEIIb, HE HCIOJIb3Yil CBOE PEAIBHOE
UMS U JIPYTYIO JINYHYI0 UHGOPMAIMK: UMSI, MECTO JKUTEIhCTBA, MECTO y4ueObl U
npoyee;

5. U3z0beraii pasmemienust ¢ororpaduit B MHTEepHeTe, rje Thl H300paKEH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPECIUTh TBOE MECTOTIOJIOKEHHE;

6. Ilpu peructpanyu B COIMAIBLHON CETHU HEOOXOAUMO HCIOJIB30BaTh CIIOKHBIC
NapoJiv, COCTOSIIME U3 OYKB U U U C KOJMYECTBOM 3HAKOB HE MEHEeE §;

7. Jlng commanbHOM CETH, MOYTHI U JIPYTHX CAWTOB HEOOXOJMMO HCIIOJIH30BATh
pasHbIe mapoiin. Torma eciu Te0s B3IOMAaOT, TO 3JI0YMBIIIJIEHHUKH MOJydaT JOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

DJIEKTPOHHBIE IEHBIU

DNeKTpOHHBIC JEHBIU - OTO OYEHb YIOOHBIM CHOCOO TMUIaTeXxed, OIHAKO
CYIIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JECHBIH.

DONEKTPOHHBIE JIEHBIW MOSBHWINChH COBCEM HEIAaBHO M HMMEHHO H3-3a ATOTO BO
MHOTHUX F'OCyAapCTBax JI0 CUX MOP HE MPOMMUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (YHKITMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, TIe MX
paszensoT Ha HECKOJIbKO BHOB - aHOHUMHBIE M HE aHOHUMHBIC. Pa3Huiia B ToMm,
YTO AHOHUMHBIC - 3TO T€, B KOTOPBIX pa3periacTcss MPOBOIAUTH OIeparun 0e3
UICHTU(UKAIINY TT0JIH30BATEIsI, @ B HCAHOHUMHBIX WICHTU(GUKAITUS TTOTH30BaATEISA
SBJISIETCS 00S3aTEIILHOM.

Taxxke cienyer pas3nuyaTb — JJEKTPOHHbIE  (QUaTHbIE  JAEHBIM  (paBHbBI
rOCyJapCTBEHHBbIM BaJIIOTaM) M JJIEKTPOHHbIE He(pUaTHbIE JACHBI'M (HE PaBHbI
roCyapCTBEHHBIM BAJIIOTaM).



OcHOBHBIE COBETHI 10 0€30MacHO paboTe ¢ ANMEKTPOHHBIMU JACHbraMU:

1. IlpuBspku K cueTy MOOWIBHBIN Tene@oH. DTO camblii yAOOHBIH U OBICTPHIN
croco® BOCCTAaHOBUTH JOCTYH K cuery. lIpuBsizaHHBINA TeneoH MOMOXKET, eciu
3a0yJenip CBOM IUIATEXXHBIM Maposib WM 3aiiielllb Ha CaWT C HE3HAKOMOTO
YCTPOWCTBA;

2. Vcnonb3yii oHOpa3oBbie napoiu. [locie nepexo/ia Ha yCUIIEHHYIO aBTOPU3ALINIO
Tebe yke He OyJeT yrpokaTh ONACHOCTh KPaKW WJIM IepexBaTa IUIaTeKHOIO
napoJs;

3. Beibepu crnoxxsbiid mapob. [IpecTymaukam OyaeT He MPOCTO yraaTh CIOXKHBIN
napodib. HajiesxHble maposu - 3To mapoJiv, KOTOPhIE COJIepKaT He MEeHee 8§ 3HAKOB U
BKJIIOYAIOT B C€0s1 CTPOYHbBIE U MIPOMUCHBIE OYKBBI, HU(PPHI 1 HECKOJIHKO CUMBOJIOB,

TAKHUC KaK 3HaK a0Juiapa, q)YHTa, BOCKHHH&TGHBHBIﬁ 3HAaK W T.II. HaHpHMep,
$tRONg!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CalTaX, KOTOPBIM HE JTOBEPSIEIIb.
DneKTpoHHAas 1o4Ta

3J’I€KTpOHHa$I Imoyra - O9TO TCXHOJIOTUSA MW MPCAOCTABIIACMBIC €10 YCIYIW II0
MEPECHIIKE U MOJYUYCHHUIO 3JICKTPOHHBIX COO6I.HCHHI>1, KOTOPBIC paClpCaACIIsIIOTCS B
KOMHBIOTepHOI;'I cetn. OOBIUHO Z)JIGKTpOHHHﬁ IMOYTOBBIMN SIIUK  BBITJTIAOUT
CICcayromunumM 06pa30M: I/IMH_HOJIBSOB&TGJHI@I/IMSI_IIOMGHEL Taxxe KpOMC IIcpcaadyun
IIPOCTOI'0 TCKCTA, UMCCTCA BO3MOKHOCTD IICPCaAaBATh (1)312)'[1)1.

OCHOBHBIE COBETHI 10 OE30MACHOM pabOTE C JIEKTPOHHOM MOUTOM:

1. Hago BeIOpaTh MpaBWIbHBIN MOYTOBBIA CEpBHUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIIaTHBIX TOYTOBBIX CEPBHUCOB, OJHAKO JIydIlle TOBEPSATh TEM, KOTO
3HACIIb U KTO MEPBBIN B PEUTUHTE;

2. He ykas3piBall B JMYHOM MmouTe JUYHyr HHGpopmauuto. Hanmpumep, mydine
BBIOpATh "My3bIKaIbHBIN (panaT@" unu "pok2013" BmecTo "Temal3";

3. Mcnonb3yl ABYXA3TAlHYI0 ABTOPH3ALUI0. JTO KOTrAa MOMUMO MapoJisi HYXKHO
BBOAUTH KOJ, MPUChUIAEMbI 0 SMS;

4. BeiOepu clI0KHBIN TTapostb. JIJIsl KaKI0T0 OYTOBOTO SIIHMKA JOJDKEH OBITh CBOM
HAJIC)KHBIN, YCTOWYHBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTh BO3MOXXHOCTB HAIMCATh CAMOMY CBOM JINYHBIN BOIPOC, UCIIOJIB3YH 3Ty
BO3MOYXHOCTB;

6. Mcnosb3yil HECKOJBKO MOYTOBBIX SIMKOB. [1epBblid 17151 YaCTHON MEPENUCKH C
agpecatamMy, KOTOPbIM Thl JOBEpSCIIb. JTO SICKTPOHHBIA aApec HE HaJo
HCIIOJIB30BaTh MIPU PETUCTpalMu Ha (hopyMax M cailTax;



7. He oTkpbIBail aiisiel U Ipyrue BIOKEHUS B MMCbMax, Ja)Ke €CIIU OHU MPUIILTH OT
TBOMX Jpy3el. Jlydle yTouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3TU (paiiibl;

8. Ilociie okoH4aHMsI padOTHI HA MMOYTOBOM CEPBUCE NEPEN 3aAKPBITUEM BKJIAJKHU C
caiiToM He 3a0yJp HaXaTh Ha "BeiidTu".

KubepOyumiHr Wiin BUPTyaabHOE U3€BATEIBCTBO

KuGepOymauHar - mpecienoBaHHe COOOIIEHUSMH, COJEPKALIUMHU OCKOpOJIeHUS,
arpeccuro, 3alyruBaHue; XyJUraHCTBO; COLIMAIIbHOE OOMKOTUPOBAHKUE C TOMOILBIO
Pa3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYIUTMHTOM:

1. He Gpocaiicst B 00ii. JIyumuii crioco0: MocOBETOBATLCA Kak ce0sl BECTH U, €CIU
HET TOT0, K KOMY MOXXHO O0OpaTUThCs, TO BHAYajIe YCIIOKOUThCS. Eciiu Thl HauHeIIb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO €Ille OO0JIbIIE Pa30kKKEIIb
KOH(DITUKT;

2. Yupasnsii cBoel kubeppernyTauue;

3. AHOHMMHOCTh B CETH MHHMMas. CYIHGCTBYI-OT CITOCOOBI BBIAICHUTDH, KTO CTOUT 3a
AHOHHMMHBIM aKKayYHTOM;

4. He cTouT BecTH XyJMraHCKU 00pa3 BUPTyalIbHOM XU3HU. IHTEpHET (hukcupyer
BCE TBOM JICHCTBUS M COXpAHSET UX. Y JAIUTh UX OYJET KpailHe 3aTpyAHUTEIBHO;

5. Cobiroail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOJY;

6. Urnopupyi#t enuanaHbIi HeraTuB. OMHOPa30BbIE OCKOPOUTEIBHBIC COOOIICHUS
Jydiie urHopupoBaTh. OOBIYHO arpeccus MpeKpaiiaeTcs Ha HadyaaIbHON CTaIuu;

7. ban arpeccopa. B mporpammax oOMEHa MrHOBEHHBIMU COOOIIECHUSMH, B
COITMATILHBIX CETAX €CTh BO3MOXHOCTh OJIOKUPOBKH OTIIPABKH COOOIIECHUN C
OIpEJEIEHHBIX aIPECOB;

8. Ecnmu Th1 cBumerennp kuOepOyinmuHra. TBOM JEHCTBUS: BBICTYNUTH MPOTUB
[peciieioBaTess, IMOKa3aTb €My, 4YTO €ro JACHUCTBUS OLICHUMBAIOTCS HETATUBHO,
MOJAJACPKATh KEPTBY, KOTOPON HY)KHA TCHUXOJIOTHYECKash MOMOIb, COOOUIUTH
B3pOCJBIM O (PaKTE€ arpeCCUBHOIO MOBEJICHHUS B CETH.

MoOubHBIN TenehoH

CoBpemenHble cMapThOHBI U TUIAHIIETHI COJEpKaT B ceOe BIIOJHE B3POCIbIN
GyHKIIMOHAT, W TEemepb OHU MOTYT KOHKYPHUPOBAaTH CO CTAallMOHAPHBIMHU
KoMmmbloTepamu. OTHAKO, CPEJICTB 3aIUThI IS MOJJOOHBIX YCTPONUCTB MOKa OYEHb
MaJio. TecTupoBaHu€e U TOUCK YSI3BUMOCTEN B HUX POUCXOIUT HE TAK UHTEHCUBHO,
kak ju1s1 [1K, 1o *e camoe kacaeTcss 1 MOOUJTbHBIX TPHIIOKEHUM.



CoBpemeHHble MOOWJIBHBIE Opay3epbl y>K€ MPAKTUYECKH TOTHAIM HACTOJIbHBIC
aHaJord, OJHAKO pacuupeHue (yHKIMOHAIAa BIJIEYET 3a €000 OOJbIIYIO
CJIO’KHOCTh U MEHBIIYIO 3AIIHUIIEHHOCTb.

I[aJ'ICKO HC BCC TIIPOMU3BOAUTCIIM BBIITYCKAKOT O6HOBJ'I€HI/I$I, 3aKPbIBAIOIIHC
KPUTUYICCKUC YA3BUMOCTHU IJIsI CBOUX yCTpOﬁCTB.

OCHOBHBIC COBETHI JIIA 0e30IacHOCTH MOOMIIBHOTO TGHG@)OH&:

Huuero He siBisieTcss mo-HacrosmieMy OecriaTHbIM. bysib 0OCTOpOKEH, BeAb KOraa
Tebe mpearaloT OecrIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHl KaKHe-TO
IIJIATHBIE YCIIYTH;

Jymaii, mpexe ueM oTrpaBuTh SMS, ¢hoTo uinu Buaeo. Thl TOUHO 3HACIIb, T/I€ OHU
OyayT B KOHEYHOM uTOre?

Heo0xoaumo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO CMAapTHOHA;
Hcnonb3yil aHTUBUPYCHBIE TPOrPAMMBI JUIsI MOOMJIBHBIX TENE(POHOB;

He Barpymaﬁ IMPUIOKCHNUA OT HCHU3BCCTHOI'O HMCTOYHHMKA, BCIAb OHH MOI'YT
COACPKATb BPCAOHOCHOC IIPOIrpaMMHOC O6CCH€‘1€HH€;

[Tocne Toro Kax Thl BBIMIEIIB C CaiiTa, IJI€ BBOJIWJI JIMYHYIO HH(OpMALUIO, 3aii11 B
HacTpoiiku Opay3epa u yaaiu cookies;

[leproauueckn TpoOBEpsii, KaKWe IUTATHBIC YCIYyTd AaKTHBUPOBAaHBI HA TBOEM
HOMEPE;

JlaBaii cBOI1 HOMEP MOOMIILHOTO TeNe(hoHa TOIBKO JIOSIM, KOTOPBIX Thl 3HACHIH U
KOMY JI0BEpSICILIb;

Bluetooth nomken ObITh BBIKIIIOUEH, KOTAa Thl UM HE ToJib3yeuibes. He 3a0biBait
MHOT]Ia TPOBEPATH 3TO.

Online urpsi

CoBpeMeHHBIC OHJIAWH-UTPHI - 3TO KPAaCOYHBIC, 3aXBATHIBAIOIINE pPa3BIICUCHUS,
O0OBEIUHSIONINE COTHHU THICSY YEJIOBEK 10 BceMy MUPY. UTpOKH UCCIIeTYIOT TaHHbII
UM MUD, OOIIAIOTCS APYT C IPYTOM, BBITIOTHSIOT 33JJaHUs, CPAXKAIOTCS C MOHCTPaMU
U TOJYYaloT OMBIT. 32 YJOBOJICTBUE OHU IUIATAT: MOKYIMAIOT JUCK, OMJIAYUBAIOT
a0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIIIIHH.

Bce 3T cpenctBa uayT Ha MOJAEp’KaHWE M PAa3BUTHUE WUIPhl, a TAKXKE HA cCaMy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CUCTEMbl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTyu (LU@poBbIE 3aMIaTKU ISl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1omo0HBIX WUrpax CTOUT OmacaThCs HE CTOJILKO CBOUX COIMEPHUKOB, CKOJBKO
KpaXXy TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AINHN OOJIBITHHCTBA
urp.



OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOET'O HUI'POBOI'0 daKKayHTa:

1. Eciiu apyroii Wrpok BeAeT cels TUIOXO WM CO37aeT Te0e HEMpPUATHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB,;

2. HO}KaHYﬁCH AIMHUHHUCTPATOpPAM HIPBI HA IINIOXOC IIOBCIACHHUC JTOI'0 HIPOKA,
KCJIATCIIbHO IMPUJIOKUTDb KaKHUC-TO JOKA3aTCIbCTBA B BUJIC CKPHUHOB,

3. He yka3biBaii muuHy10 HHGOpMAIUIO B Ipodaiiie Urpol;
4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuImaabHbIC TATIH U MOJIBI;

6. Mcnosib3yil CIOKHBIE U Pa3HbIE MMAPOJIH;

7. Jlazxe BO BpeMsi UTPbI HE CTOUT OTKJII0YaTh aHTUBHpYC. [IoKa ThI urpaems, TBON
KOMIIBIOTEP MOTYT 3apPa3HTh.

OUIIMHT WIN KpaKa JIMUYHbIX JaHHBIX

OOBIYHON Kpaxkel JIeHEeT W JOKYMEHTOB CETOJHS YK€ HHUKOIOo HE YAWBHIIb, HO C
Pa3BUTHUEM MHTEPHET-TEXHOJOTUH 3JI0YMBIIUICHHUKNA TIEPEMECTUIINCH B UHTEPHET,
U TIPOJIOJKAIOT 3aHUMATHCS " TFOOUMBIM' ICIIOM.

Tax mosiBUIach HOBasl yrpo3a: HHTEPHET-MOIICHHUYECTBA WM (DUIIMHT, TJIaBHAs
1€JIb KOTOPOT'O COCTOUT B MOJYYE€HUH KOH(UIEHIUATbHBIX JAHHBIX IM0JIb30BaTENEH
- JJOTMHOB M mnapoJiei. Ha anrnmiickom si3pike phishing yntaercs kak ¢GummHr (0T
fishing - prioHas moBis, password - mapoJb).

OcHOBHBIE COBETHI IO 0OPHOE € (PUITUHTOM:

1. Cnenau 3a cBOoMM akkayHTOM. Eciu ThI mojo3peBaelib, 4TO TBOS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKMPOBATh €€ M COOONIUTH aJMUHUCTPATOpam
pecypca 00 3TOM KaK MOKHO CKOpEE;

2. Wcnonb3yit Oe3omnacHble BeO-CaliThl, B TOM YHCJIC, WUHTEPHET-Mara3uHoB U
ITOMCKOBEIX CHCTEM;

3. Vcnonp3y#t criokHbIe U pa3Hble apoiu. Takum o0pazoM, eciu Te0si B3IOMAIOT,
TO 3JI0YMBIIIJIEHHUKH MOTy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY IPO(DUIIIO B CETH,
a HE KO BCEM;

4. Ecnu T1e0s B370Malnu, TO HEOOXOAUMO TPEIYIPEIAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100aBJICHBI y T€0S B APY3bsiX, O TOM, UTO T€OsI B3JIOMAJI U, BO3MOXKHO, OT
TBOETO UMEHHM OyJIET PacChUIAThCA CIIaM U CCHUIKU Ha (DPUIITMHTOBHIE CANTHI;

5. YcranoBu HaaexHbii napois (PIN) Ha MOOMIBbHBIN Tene(OH;

6. OTKIIIOUM COXpaHEHUe MapoJisi B Opaysepe;



7. He oTkpbIBail aiisiel U Ipyrue BIOKEHUS B MMCbMax, Ja)Ke €CJIM OHU MPUIILIN OT
TBOMX Jpy3el. Jlydllle yTouHu y HUX, OTIPABIISUIA JIM OHU TeOe 3TH (PaiIbl.

[Mudposas penyramus

[MudpoBas pernyrarusi - 5T0 HEraTUBHAS WX MO3UTHBHAs UH(OpMAIKsi B CETU O
tebe. Kommpomerupyromas uHpopMaiusi, pa3MelleHHass B HMHTEPHETE, MOXKET
CEpbE3HBIM O00pa3oM OTpa3UThCs Ha TBOEH peanbHOM xu3HU. "Lludponas
penytanus" - 3T0 TBOW UMUK, KOTOPBIN GopMupyercs u3 uHGopmanuu o Tede B
UHTEpHETE.

TBoe MmecTo XuTeNbCTBa, yueObl, TBOE (PUHAHCOBOE IOJIOKEHUE, OCOOEHHOCTU
XapakTepa U pacckasbl O OJM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue nOAPOCTKM JIETKOMBICIEHHO OTHOCATCA K NyOJUKAalMH JIUYHOU
uH(popmanuu B MHTEepHETE, HE MOHKMMAsE BO3MOXKHBIX MociencTBuil. Tol qaxe He
CMOXeEINIb J0TagaThcsi 0 ToM, 4yTo doTorpadusi, pa3MellleHHas: 5 JIeT Ha3aj, cTaja
NPUYUHON OTKAa3a MPUHATH T€0S Ha paloTy.

KommenTapuu, pa3zmenienue tBoux ¢otorpaduili u apyrue IEHCTBUS MOTYT HE
VCYE3HYTh JaXe MTOCJIE TOT0, KAK Thl UX YAAINIIb. Thl HE 3HAEUIb, KTO COXPAHWII 3TY
uH(pOpMaIuIo, MoMaja JM OHAa B MOUCKOBBIE CUCTEMbI U COXPAHHWJIACh JIM OHA, a
[JIABHOE: YTO MOAYMAIOT O TeO€ OKPY’KAIOIIME JIFOAU, KOTOPblE HAAYT U YBUIAT
s10. Hailtn MHpOpMalnio MHOTO JET CIYCTS CMOXET JH00M - Kak U3 J00phIX
noOyX/I€HUH, TaK U ¢ HAMEPEHUEM MPUYUHUTD BPEA. ITO MOKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 10 3alIUTE HU(PPOBOI peryTaIuu:

1. Tloxymaii, mpexae 4eM 4To-TO MyOJIMKOBAThH U NiepeaaBath y ce0s B 0Jiore Wi B
COIIMAJIbHOM CETH;

2. B Hactpoiikax npo¢uiisi ycTaHOBU OIpaHUYEHHUS Ha TPOCMOTP TBOETO NPOPUIIst U
€ro COAEP)KUMOTO, CAENAN €ro TONbKO "I Ipy3en’;

3. He pa3memaii u He yka3bpiBail uHOOpMAIMIO, KOTOpash MOXET KOTO-JTH00
OCKOPOJIATH MJIH OOMKATh.

ABTOpCKOE IPABO

CoBpeMeHHBIE MIKOJLHUKHU - aKTUBHBIC MOJ30BaTEIN MU(PPOBOTO MPOCTPAHCTBRA.
OpmHako majleko HE BCE 3HAKOT, YTO II0JH30BaHWEC MHOTHMH BO3MOYKHOCTSIMH
nmudpoBoro Mupa TpeOyeT CcoONOJeHUs TpaB Ha  HMHTEIUICKTYaIbHYIO
COOCTBEHHOCTb.

TepmuH "UHTENIEKTyalIbHAsI COOCTBEHHOCTH'" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 ymMa, HauyMHasi C HOBBIX M300pETEeHHI M 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, M 3aKaH4YMBasi KHUTaMmu, Gotorpadusimu,
KUHO(QUIbMAMH U MY3bIKaJIbHBIMU MPOU3BEICHUSIMH.



ABTOpcKHE TMpaBa - 3TO IpaBa Ha MHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATypbl U UCKYCCTBA. ABTOPCKHE IIPaBa BBICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYyaJbHBIN/TBOPUECKUM TpyZ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBeMJIMBBIE BO3MOXHOCTH 3apaloTarh Ha
pe3ysibTaTax CBOEro TpyAd, MOJYyYUTh W3BECTHOCTh M mpu3HaHue. Hukrto 0Oe3
paspemieHuss aBTOpa HE  MOXET  BOCHPOHU3BOAMTH €r0  IPOU3BEACHUE,
pacnpoCTpaHsATh, MyOJIWYHO JEMOHCTPUPOBATh, IPOJAaBaTh, HMIIOPTHPOBATH,
MycKaTh B MPOKAT, MyOJIMYHO HCIONHATH, MOKA3bIBATH/UCHIOMHATh B d(Upe WU
pasmemats B MHTEpHETE.

Hcnonb3oBanue "mupaTckoro" mporpaMMHOro oOecreueHusi MOXKET MPUBECTU K
MHOTHM pUCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, TJIe yCTaHOBJIEHA HeJlerajibHas mporpamma. He ctout Takxke 3a0bIBaTh,
YTO CYIIECTBYIOT JIeTaJbHbIE U OECIIaTHBIE TPOrPAMMBI, KOTOPbIE MOKHO HAUTH B
CETH.

O noptaine

CeteBUUOK.p - TBOU IJIaBHBIM COBETYMK B CETU. 3/I€Ch Thl MOXEIIb y3HATh O
0€30MacHOCTU B CETH MOHSTHBIM U JIOCTYIHBIM SI3BIKOM, a MPU BO3HUKHOBEHHUU
KPUTHUYECKON CHUTyalluu OOpaTUTHCS 3a COBETOM. A TakKe MPUHSITH Y4acTHUE B
KOHKYpCax U CTaTh CaMbIM IIU(DPOBBIM IrpakIaHUHOM !



